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	NOTICE OF PRIVACY PRACTICES

Effective Date:  April 14, 2003
Updated: September 23, 2013 


THIS NOTICE TELLS YOU HOW YOUR MEDICAL RECORD MAY BE USED 
AND SHARED AND HOW YOU MAY GET THIS INFORMATION.

PLEASE READ IT CAREFULLY. 

COMMITMENT TO CONFIDENTIALITY
Dr. Ostoja-Starzewska (from here on referred to as Dr. Ostoja) and her business associates (employees or contractors) will always strive to protect the confidentiality of your health information. Dr. Ostoja is also ethically and legally bound to keep it confidential under state and federal laws. 

WHAT IS THIS DOCUMENT?

This document, called a Notice of Privacy Practices, tells you how Dr. Ostoja may use and share your health information. This includes using and sharing it so that Dr. Ostoja may provide you with health care and be paid for it, and to conduct business in accordance with state and federal legal rules. Dr. Ostoja must follow the terms of this notice. 
WAYS DR.OSTOJA MAY USE AND SHARE YOUR HEALTH INFORMATION WITHOUT YOUR PERMISSION.
Treatment. Dr. Ostoja will use and share your medical record to coordinate care with other medical providers, including, but not limited to, primary care providers, psychiatrists, and other therapists. Dr. Ostoja will always ask you to sign releases of information forms prior to contacting other providers. Exceptions to this include child abuse reporting, and emergency situations involving the need for hospitalization and/or police involvement, precipitated by suicidal crisis, or risk of harm to others. 
If you are 14 years old or younger, Dr. Ostoja may share your personal information with your parents. Your parents have the legal right to have access to your medical record. Although Dr. Ostoja generally encourages parents to respect your privacy as part of the therapist-patient relationship, nevertheless your parents may insist and obtain your personal information. 

If you are 15 years of age or older, you may be able to restrict some of your personal information from your parents or guardians. In general, if you are 15 years of age or older, Dr. Ostoja will ask your permission to release your personal information to your parents, and to other providers, such as your medical doctor, psychiatrist, teacher, school counselor, or any hospitals.  However, if Dr. Ostoja becomes sufficiently concerned about your safety, or the safety of others, in her best clinical judgment, she may decide to release your personal information to protect you or others from harm. If Dr. Ostoja becomes aware of situations involving child abuse or neglect, suicidal risk or risk to others, she is required to try to ensure the safety of the patient and others in the community. To do so she may have to violate your confidentiality regardless of your age. 

Regardless of your age, Dr. Ostoja is required to keep confidential information regarding your drug use or sexual activity (including pregnancies, abortions, birth control, and similar information). However, there are circumstances when Dr. Ostoja may become sufficiently concerned about your drug or alcohol use, or your sexual behavior as it affects your or other people’s safety and well-being. Under those circumstances Dr. Ostoja may decide, in her best clinical judgment, to disclose this information to your parents or guardians. 

Payment. Dr. Ostoja will use and share your medical information with your insurance carrier in order to be paid for the care and services you receive.  Dr. Ostoja may contact your insurance company to learn if a service is covered. Dr. Ostoja or her business associates may bill you or your insurance company for the services provided. 
Business Associates. Dr. Ostoja may share your medical information with an employee, such as an administrative assistant, clinical assistant or intern, who may be asked to score tests, schedule appointments, and collect payment. Dr. Ostoja may also disclose your information to a billing professional, or a billing company. Dr. Ostoja may disclose your information to another company or organization, called a “business associate” that we hire to provide a service to us or on our behalf. Dr. Ostoja will share your information only if these employees, contractors or business associates have agreed in writing to keep it private.
Appointment Reminders. Dr. Ostoja or her employees may contact you to remind you of an appointment or to change one. We may also let you know that it is time for a follow-up appointment. 
Health-Related Benefits, Services and Treatment Alternatives. Dr. Ostoja may tell you about interesting health-related benefits or services such as newsletters, announcements, possible treatments or alternatives. 

Required Disclosures. The Secretary of the Department of Health and Human Services may investigate privacy violations. If your health information is requested as part of an investigation, Dr. Ostoja must share your information with the Secretary of the Department of Health and Human Services. Dr. Ostoja will share your information if they ask for it as part of an investigation of a privacy violation. Under the same laws, Dr. Ostoja must give you information in your medical record. However, if Dr. Ostoja deems it to be in your or your family’s best interest as a patient, she is allowed to keep some information from you.  

Required by Law. Dr. Ostoja must share medical information if federal, state or local law says so. 
Dr. Ostoja may disclose your personal information to government and professional agencies that oversee the delivery of Psychological agencies in the State of Colorado, as well as federal governmental agencies.

Federal law and regulations do not protect any information about a crime committed by a patient or about any threat to commit such crime.

Abuse and Neglect. The law may require Dr. Ostoja to report suspected abuse, neglect or domestic violence to state and federal agencies. Your information may be shared with these agencies for this purpose.
Legal Proceedings. If a court or administrative authority orders Dr. Ostoja to do so, she may have to release your health records. Dr. Ostoja will only share the information required by the order. If Dr. Ostoja receives any other legal request, she may also release your health record. However, for other requests Dr. Ostoja will only release the information if she is told that you know about it, and you had a chance to object and did not. 
Law Enforcement. Dr. Ostoja may share health information if a law enforcement official asks for it: 
· to respond to a court order, warrant, summons or other similar process;
· to identify or locate a suspect, fugitive, material witness or missing person; or
· to obtain information about an actual or suspected victim of a crime.

Dr. Ostoja may share information with a law enforcement official:

· if we believe a death was the result of a crime;

· to report crimes on Dr. Ostoja’s property; or

· in an emergency. 
Coroners, Medical Examiners and Funeral Directors. Dr. Ostoja may share health information with a coroner or medical examiner to identify a dead person or find the cause of death. Dr. Ostoja also may release health information to funeral directors if they need it to do their job. 
To Prevent a Serious Threat to Safety. Dr. Ostoja may use and share your medical information to prevent a serious threat to your health and safety or the health and safety of others. 
Special Governmental Functions. Dr. Ostoja may share your medical information with:
Authorized federal officials
· for intelligence, counter-intelligence and other national security activities authorized by law; or
· to protect the president.
Armed forces command authorities or the Department of Veteran’s Affairs 
· to see if you are fit for military duty or eligible for veterans health services; or
· to see if you are medically fit to receive a security clearance by the Department of State.
Correctional facility or law enforcement official or agency if you are an inmate or under the custody of a law enforcement official or agency, if necessary, to:
· help the correctional facility provide you with health care; or 
· protect the health and safety of you and/or others. 
Workers Compensation. Dr. Ostoja may share your health information with agencies or individuals to follow workers compensation laws or other similar programs. 

Allowed by Law. Dr. Ostoja may release your information to authorized public or private entities to assist in disaster relief efforts, and to armed forces if you are a member of the armed forces, and to foreign military authorities if you are a member of a foreign military force.

When the use and disclosure without your consent or authorization is allowed under any sections of the Section 164.512 of the privacy Rule and the state’s confidentiality law. This includes certain narrowly defined disclosures to law enforcement agencies, to a health oversight agency (such as HHS or a state department of health), to a coroner or medical examiner, for public health purposes relating to disease or FDA-regulated products, or for specialized government functions such as fitness for military duties, eligibility for VA benefits, and national security and intelligence (as described above). 

For any other purpose required or allowed by law.
WAYS WE MAY USE AND SHARE YOUR HEALTH INFORMATION WHEN WE HAVE GIVEN YOU A CHANCE TO OBJECT.
Individuals Involved in Your Care or Payment for Your Care. We may share medical information about you with your family members, friend or any other person you tell us who is involved in your medical care or who helps pay for it. Dr. Ostoja will make every effort to obtain your written consent to release your information, including the fact that you are receiving psychological services from Dr. Ostoja, as well as relevant clinical information regarding your care, to your spouse, significant others, parents (if you are 15 years old or above, with certain exceptions as indicated above), teachers, school counselors, and other family members. If you are less than 15 years old, your parents will be asked to sign appropriate release of information forms (see above for details).
If you sign releases of information for other clinical providers (counselors, primary care providers and others), or teachers and other professionals, you must be aware that Dr. Ostoja will have limited control over how that information is shared by those providers. Dr. Ostoja will always indicate to those providers that the information being shared is confidential and must be used judiciously. However, once that information is shared with the other providers, Dr. Ostoja cannot be held liable for how those providers use your personal information.
Usually you will have a chance to object to the sharing of this information.
DR. OSTOJA WILL ALSO OBTAIN YOUR AUTHORIZATION FROM YOU BEFORE USING OR DISCLOSING:

1. Protected health Information (PHI) that is not described in this Notice. 

YOUR RIGHTS REGARDING YOUR HEALTH INFORMATION.
You have certain rights regarding your health information, described below. These rights apply to the health information we keep. You must submit a written request to use any of these rights. You can send your written request to Dr. Ostoja at 2014 Caribou Dr., Suite 150, Fort Collins CO 80528.
Right to Request Special Communications. You have the right to ask us to contact you about your psychological care in a certain way or at a certain place. Dr. Ostoja and her associates will follow all reasonable requests. Your request must tell us how you wish to be contacted. 
Right to Inspect and Copy. You have the right to read or get a copy of your health information, with some exceptions. Dr. Ostoja may turn down your request under certain circumstances. If Dr. Ostoja does so, you may ask for a licensed health-care professional chosen by Dr. Ostoja to review why your request was turned down. Dr. Ostoja will follow the reviewer’s decision. 
Right to Request Changes. If you believe the health information that Dr. Ostoja created is wrong or incomplete, you may ask Dr. Ostoja to change it. You must provide a reason why you want the change. Dr. Ostoja cannot take out or destroy any information already in your medical record. Dr. Ostoja also is not required to agree to make the change. If Dr. Ostoja does not agree to the change, you can write a letter about the changes. Dr. Ostoja will send you one back saying why she will not make the changes. You may then send another disagreeing with Dr. Ostoja. It will be attached to the information you wanted changed or corrected. 
Right to an Accounting of Disclosures. Dr. Ostoja and her associates are required to track who we share your health information with under certain circumstances. You have the right to ask for a copy of this list. We do not have to track every time we share your health information with others. Your request must give a time period, which may not be longer than 6 years and may not include dates before April 14, 2003. 

Right to Request Restrictions. You have the right to ask for a restriction or limitation on the medical information we use or share about you for payment, treatment or health-care operations and the information we may share with your family, friends or others involved in your care. We are not required to agree to your request. If we agree, we will follow your request unless the information is needed to provide you with emergency treatment. You must tell us the type of restriction you want and to whom it applies. 
Right to Restrict Disclosures When You have Paid for Out-of-Pocket. You have the right to restrict certain disclosures of PHI to a health plan when you pay out-of-pocket in full for Dr. Ostoja’s services. 

Right to Be Notified if There is a Breach of Your Unsecured PHI. You have the Right to be notified if: (a) there is a breach (a use or disclosure of your PHI in violation of the HIPAA Privacy rule) involving your PHI; (b) that PHI has not been encrypted to government standards; and (c) my risk assessment fails to determine that there is a low probability that your PHI has been compromised. PHI includes patient contact information, even if it is unaccompanied by clinical information. See below for details.
Right to a Paper Copy of This Notice. You have the right to a paper copy of this notice. 
OTHER USES AND SHARING OF YOUR HEALTH INFORMATION

All other uses and sharing of your health information will be done only with your written permission.  

CHANGES TO THIS NOTICE.
Dr. Ostoja reserves the right to change this notice. We reserve the right to make the revised or changed notice effective for your health information we already have as well as any we get in the future. The revised notice also will be available directly from Dr. Ostoja.  
WHAT IF I HAVE QUESTIONS OR NEED TO REPORT A PROBLEM?
If you have any questions about this notice or about how your health information is used or shared by us, please contact Dr. Ostoja directly at 2014 Caribou Dr., Suite 150, Fort Collins, CO 80528.
If you believe your privacy rights have been violated, you may file a complaint with Dr. Ostoja.
Please give as much information as possible so that the complaint can be looked into properly. 
You may also file a complaint with the Secretary of the Department of Health and Human Services.

Your care will not be affected if you file a complaint, nor will any action be taken against you. 
BREACH NOTIFICATION

Psychologists and other covered entities must give notice to patients and to HHS if they discover that “unsecured” Protected Health Information (PHI) has been breached. A “breach” is defined as the acquisition, access, use or disclosure of PHI in violation of the HIPAA Privacy Rule. Examples of a breach include: stolen or improperly accessed PHI; PHI inadvertently sent to the wrong provider; and unauthorized viewing of PHI by an employee in a Psychologist’s practice. PHI is “unsecured” if it is not encrypted to government standards. 

Your have a right to be informed if there is a breach to your confidential health information. 
1. When Dr. Ostoja or her associates become aware of or suspects a breach, Dr. Ostoja and her associates will conduct a Risk Assessment (see below for details). The Practice will keep a written record of that Risk Assessment. 

2. Unless Dr. Ostoja or her associates determine that there is a low probability that Personal Health Information (PHI) has been compromised, Dr. Ostoja will give notice of the breach (see below for details).

3. The risk assessment can be done by a business associate if it is involved in the breach. While the business associate will conduct a risk assessment of a breach of personal health Information (PHI) in its control, Dr. Ostoja will provide any required notice to patients. 

4. After any breach, particularly one that requires notice, Dr. Ostoja will re-assess its privacy and security practices to determine what changes should be made to prevent re-occurrence of such breaches. 

Risk Assessment for Breach of PHI. If Dr. Ostoja or her associates suspect a breach of patient’s PHI, even if the information was encrypted, Dr. Ostoja will need to conduct a risk assessment. The risk assessment considers the following four factors to determine if the PHI has been compromised:

1. The nature and extent of PHI involved. For example, does the breached Phi provide patient names, or other information enabling an unauthorized user to determine the patient’s identity?
2. T whom the PHI may have been disclosed. This refers to the unauthorized person who used the PHI or to whom the disclosure was made. That person could be an outside thief or hacker, or a knowledgeable insider who inappropriately accessed patient records.

3. Whether the PHI was actually acquired or used. There is a different probability of Phi being compromised if a thief breaks into an office and steals valuables, versus someone who appears to search through files. 

4. The extent to which the risk to the PHI has been mitigated. For example, if a Psychologist sends information to a wrong colleague, usually a colleague can be trusted to destroy the information. On the other hand, if a laptop or phone is stolen, there is little assurance that a thief would respect patient information. 

If the risk assessment fails to demonstrate that there is a low probability that the Phi has been compromised, breach notification is required – if the information was unsecured (i.e. unencrypted). 

Notice to Patient regarding a Breach to PHI.

If notice is required, the Psychologist must notify any patient affected by breach without unreasonable delay and within 60 days after discovery. A breach is “discovered” on the first day that the Psychologists knows (or reasonably should have known) of the breach. The Psychologist is also deemed to have discovered a breach on the first day that any employee, officer or other agent of the practice knows about the breach. 

The notice to the patient must be in plain language that a patient can understand. It should provide:

1. a brief description of the breach, including dates

2. a description of types of unsecured PHI involved

3. The steps the patient should take to protect against potential harm

4. A brief description of steps you have taken to investigate the incident, mitigate harm, and protect against further breaches; and

5. The Psychologist’s contact information. 

If not all the information is available at the time of initial notice, the Psychologist can provide a series of notices that will fill the information as it is learnt. Information is usually provided via first class mail to the last known address of the patient. If patients prefer, the Psychologist can contact the patients by email if they have indicated that this is the preferred mode of contact. 
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